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Failed Activity Trend

Shows consolidated statistics on failed actions, including failed read attempts, failed modification
attempts, failed logons, etc. The report alse lists the users with most failed attempts.
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All Active Directory Changes by User

Shows all Active Directory changes grouped by the user who made the changes.
Who: Enterprise\Administrator
Action Object Type L

What

RN
IR A suzEnem

When e
B Removed user Enterprise\Users\John Smith 8/16/2015
12:40:54 PM
Where: PDC.enterprise

Workstation: NY - 001
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Feature
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Netwrix Auditor Alert
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Netwrix Auditor Alert

Possible brute-force attack
The alert was triggered by 200 activity records being captured within 3600 seconds. Thi
most recent of these activity records is shown below. To review the full activity trail, us
the interactive search in Netwrix Auditor.
Who: ENTERPRISE\T.Simpson
Action: Failed Logon

Object type: Logon

What: 172.17.35.25
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(E;‘—Dloﬁﬂms): -~ \#&El&w%ﬁiﬁf{ When: 7/10/2018 9:35:32 AM
The alert was triggered by 5 activity records being captured within 600 seconds. The mosi] )
actvity records is shown below. To review the full activity trail, use the interactive searchif Where: dc3.enterprise.com

Workstation: 172.17.35.25
Who: netwrix-demolattackerl

ot i L Data source: Logon Activity

Objecttype: Interactive logon Monitoring plan: Enterprise Domain Visibility Plan

What: £c100 netwrix-demo.comw Details: Cause: User logon with misspelled or bad password
When 2/8/2018 5:19:29 PM

Where: rcl00.netwrix-demo.com.tw

Workstatiore 1c100.netwrix-democomw

Data source: [t

Monitoring plan:  Logon Activity(RC151+V9.0)->RC151

hem: netwrix-demo.com.tw (Domain)

RID: 18C

Details Cause: Unknown usemanme or bad password,

This entry represents 10 matching events occurring within 10 seconds
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Select Rollback Source

® Restore from state-inime snapshots

This option allows restoring deleted AD objects down to
their attnbute level based on the state-in+ime snapshots
made by Netwrix Auditor.

[V] Select a state-nime snapshot
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Select Changes for Rollback

Below is a list of changes that occumed in the specified time range.
Highlight an object to see what action will be performed.

B 1= nalocal
@[ |23 Buitin
=] Test
CLIENT-XP_1 (computer, Removed)
=-{v]3 Users

[V} Domain Admins (group, Modfied)
#-{v|€8 Mike Sollers (user, Modffied)

[ V|€8 Nick Key (user, Removed)
#-{V]€@ Tom Allen (user, Modfied)

Select the changes you want to roll back by ticking the
comesponding checkbox.
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and Netwrix Auditor Mapping
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Active Directory Federation Services
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Windows Server 2008/2008 R2
Windows Server 2012/2012 R2
Windows Server 2016
Windows Server 2019

AD FS 3.0-Windows Server 2012 R2
AD FS 4.0-Windows Server 2016
AD FS 5.0-Windows Server 2019




