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Account Permissions

Shows accounts with permissions granted on files and folders.

User Account: ENTERPRISE\J.Carter

Object Path Permission Means Granted
\\fs\shared Full Control Directly

\\fs 1\shared\Accounting Full Control Group

\\fs \shared\Contractors Full Control Directly
\\fs\shared\Finance Full Control Directly
\\fsT\shared\Human Resources  Full Control Directly

\\fs \shared\IT Full Control Group
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Folder and File Permission Details

Shows permissions granted on a shared folder, its subfolders and files (either directly or via group
membership). Use this report to see who has access to a particular folder and its contents, and reveal
objects that have permissions different from their parent. Clicking the group link opens the "Group
Membership by User” report. Local file server users and groups are not included.

Note: To filter out all computer accounts, set the "User or Group (Domain\Account)” filter to "%[*§]".

EFilter Value

Object: \\VA\Accounting (Permissions: Different from parent)

Account

NT AUTHORITYA\ANONYMOUS LOGON

NT AUTHORITY\SYSTEM

VA\Administrator

Permissions

Full Control

Full Control

Full Control

Means Granted

Directly
Directly

Directly

® AR/ ERIFHRERAERZEIRSE - AV FRCRBCE AR G (A

o

Excessive Access Permissions

Shows accounts with permissions for infrequently accessed files and folders.

Object: \\fsT\shared (Permissions: Different from parent)

Account Permissions
ENTERPRISE\A.Watson Full Control
ENTERPRISE\Administrator Full Control
ENTERPRISE\B.Atkins Full Control
ENTERPRISE\D.Galaher Full Control
ENTERPRISE\G.Molls Write and list folder contents

- WREMF AR S SRR BHERCE - SR EREIRFERA ~ SN DA
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Means Granted Times Accessed

Group
Group
Directly
Group

o O o o o

Directly
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Security Groups Membership Changes
Shows changes to members of security groups, and affected parent groups.

Group name: \com\enterprise\Managers\Managers

Action Member Who When
B Added enterprise.com/Managers/Henry Smith ENTERPRISE\ 1/11/2016
J.Carter 4:17:22 AM
Where: dc1.enterprise.com
m Removed enterprise.com/Inactive Users/Charles Hoffman ENTERPRISE\ 8/17/2015
J.Carter 6:57:32 PM
Where: dc1.enterprise.com

Group name: \com\enterprise\Production\Production

Action Member Who When
m Added enterprise.com/Inactive Users/Nick Key ENTERPRISE\ 5/30/2016
J.Carter 4:15:14 PM
Where: dc1.enterprise.com
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Software Restriction Policies Changes

Shows changes to the Software Restriction Policies settings.

Action What Who When

B Modified Software Restriction Policy ENTERPRISE\J.Carter 6/30/2016
3:18:28 PM

Where: dc1. enterprise.com

Path: Computer Configuration (Enabled)/Policies/Windows Settings/Security Settings/

Software Restriction Policies/ Designated File Types/ADE
Removed File Extension: BAT; File Type: Windows Batch File;
Removed File Extension: EXE; File Type: Application;
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|”Today” X FeYolfZammiY ol ‘Registry Key” < Fe¥NCIELESEEIM “Windows Server” X SEARCH |

Who Object type Action What Where When
ENTERPRISE\ Registry W Modified Registry\HKEY_LOCAL_ wsT. 1/28/2016
J.Carter Key MACHINE \software\ enterprise.com 3:48:53 PM
Wow6432Node
\Microsoft\Windows

\CurrentVersion\Run

Added Umbrecrypt (REG_SZ): C:\Windows\Umbercrypt.exe

43 2RI B EE BN 7 L 2 Rk 5 A N2 B R ER A 1B 35 K

® fﬁfﬁ”%@ﬁﬁ\:%%ﬁ’%ﬂmfﬁ%fﬁﬁ%ﬁf » THERBEEE D ZNERI S L R

A E S - ?’*fﬁﬂ Ei’ﬁtaf HU > #& M Netwrix FYFRUS ISR R 2
FAF UL IR ACHE

Data Access Trend

Shows consolidated statistics on data usage patterns across file servers and SharePoint. Be sure
to inspect activity spikes closely, as these may indicate potential threats or malicious activity.

ACTIVITY BY DATE DELETIONS
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User Activity Summary

Shows the most active users. Use this report to detect suspicious user activity such as high numbers

of failed access attempts or file reads.

Who Changes Reads Failed Attempts Deletions
ENTERPRISE\).Carter 1502 1502 867 1490
ENTERPRISE\MEA_FS 0 0 56 0
ENTERPRISE\T.Simpson 38 g 3 3
NT AUTHORIT\SYSTEM 0 2 0 0

9 0 0 0

system

®  SHEEEDIELINAEN RYEC R P A A ES) - ] Netwrix 32E %A @Al -

Netwrix Auditor Alert

Possible ransomware activity

The alert was triggered by 150 activity records being captured within 60 seconds. The most
recent of those activity records is shown below.

Who: ENTERPRISE\|.Carter

Action: Modified

Object type: File

What: Ws3.enterprise.com\Documents\Contractors\payroll2017.docx
When: 4/28/2017 11:35:17 AM

Where: fs3.enterprise.com

Workstation: mkt025.enterprise.com

Details: Size changed from "807936 bytes" to "B31488 bytes”

This message was sent by Netwrix Auditor from au-srv-fin.enterprise.com.
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Files and Folders Deleted

Shows removed files and folders with their attributes.

Action Object Type What Who When
M Removed File \\fs \shared\Finance2016\ ENTERPRISE\ 7/18/2016
bills.rtf J.Carter 5:02:02 PM
Where: fs1
W Removed File \\fsT\shared\Finance2016\ ENTERPRISE\ 7/18/2016
cache_11_10_15.rtf J.Carter 5:02:03 PM
Where: fs1
m Removed File \\fs \shared\Finance2016\ ENTERPRISE\ 7/18/2016
Budget.xlsx J.Carter 5:02:04 PM
Where: fs1
m Removed File \\fs1\shared\Human Resources\ ENTERPRISE\ 7/18/2016
users.csv J.Carter 5:02:05 PM
Where: fs1
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