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#HZE4R . User Behavior and Blind Spot Analysis->Suspicious Activity >
Failed Activity Trend R

& Reports

—— Failed Activity Trend

Shows consolidated statistics on failed actions, including failed read attempts, failed modification
3 Data Discovery and Classification attempts, failed logons, etc. The report also lists the users with most failed attempts. A certain number of
failed attempts are almost inevitable during normal business operations, but a sudden spike or a gradual
growth may indicate malicious activity. Review this report to determine the normal level of failed actions
for your organization and spotlight suspicious trends.

4 User Behavior and Blind Spot Analysis

b Data Access
b Information Disclosure @ Filter Value
b Privilege Elevation

4 Suspicious Activity

| / 100000

B Activity Outside Business Hours

B Failed Activity Trend

......

b Suspicious Files
4 User Identity Theft 013117 20191722 20191727 2019721 2019/2/6 20192M
B Logons by Muttiple Users from Single Endpoint Active Directory Logon Actvty Wl Azure AD FileServers WM Oracle Database NI SQL Server

B Logons by Single User from Multiple Endpoints
B Recently Enabled Accounts
B Temporary User Accounts

b Active Directory

WL F BRI Datasource ®5#"  Active Directory Logon Activity” &
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o ZHNHEHMBEARMER
#$RFZTE4R . Active Directory - Logon Activity - Failed Logon 3%
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& Reports

Home » Report

%) Netwrix Auditor Thursday, May 14, 2020 7:20 AM
F] Active Directory

b Active Directory Changes Fa”ed Loggns

b Active Directory — State-in-Time
3 Group Policy Changes Shows failed logon attempts. Use this report to analyze user activity and validate compliance.
L3 Group Policy — State-in-Time
EFilter Value
4 Logon Activity
[E] Accounts with Most Logon Activity
LogonType  What Who When
[E Al Logon Activity
Non- N/A Administrator 4/15/2020
I_E Failed Logons |"/_> Interactive 20317 AM
[5) Interactive Logons Where: denwxdemo.lc|
[¥) Successful Logons Workstation:  nwihost
. Cause: User logon with misspelled or bad password
B User Logans and Logoffs on Domain Controflers This entry represents 2 matching events occurring within 600 seconds.

b Active Directory Federation Services (AD FS)

BRCHFIFEREREALKMAESE (Logon Type) ~ K - 1R5% ~ & A DC
ZTE(Where) ~ EREEE0EE T (Worksation) ~ KHMER.. EEHH
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o THRE-IRFZEEAZEEAKRRER
B4R . User Behavior and Blind Spot Analysis->User Identity Theft >
Logons by Single User from Multiple Endpoints #3%

& Reports

Home > Report

Logons by Single User from Multiple Endpoints

4 © User Behavior and Blind Spot Analysis Shows users who logged on from several endpoints within a short period of time. Such occurrences
may indicate that the account’s password was stolen or compromised. Use this report to detect

3 Data Access
suspicious user activity and prevent data breaches.

b Information Disclosure
ElFilte Val
3 Privilege Elevation = -

3 Suspicious Activity
Who:  NWXDEMO\e.presley (First Attempt: 5/3/2020 12:42:11 AM)

3 Suspicious Files
Endpoint Logon Attempts

Fl User Identity Theft
1

desktop.nwxdemolc]

[ Logons by Multiple Users from Single Endpoint
coach.nwxdemold 1

[ Logons by Single User from Multiple Endpoints
B Recently Enabled Accounts
[ Temporary User Accounts

] Active Directory

. ______________________________________________________________|
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#FZENAR : Active Directory - Active Directory Changes - Adminstrative
Group Membership Changes ##3<

4 | Active Directory
4 Active Directory Changes

G Acive Drectory Oveniew Administrative Group Membership Changes

All Active Directory Changes

m

Shows changes to membership of the Domain Admins, Enterprise Admins, Schema Admins, Account

B Al Active Directory Changes by Domain Controller Operators, and other administrative groups. Members of these groups are entitled to perform critical
activities in your IT infrastructure. Subscribe to this report or review it on a regular basis to detect
Bl All Active Directory Changes by Group security issues and ensure that administrative group membership is granted or revoked in compliance

with your organization’s security policies.

W)

All Active Directory Changes by Object Type

EFilter Value
B All Active Directory Changes by User
E) All Active Directory Changes with Review Status Group name: \lcl\nwxdemo\Users\Domain Admins
B Active Directory Configuration Container Changes R S e, -
o m Removed  nwxdemolc/Temp Employees/Elvis Presley  NWXDEMO\a.tkach 5/13/2020
£ Actve Directory Schema Container Changes 601:36 PM
= - - Where: dc e el
Bl Active Directory Site Changes / - e
_ o i u Added nwxdemo lcV/Europe/Munich/Users/Ludwig  NWXDEMO\jbach 5/14/2020
Bl Administrative Group Membership Changes Beethoven 2:00:00 AM
Where: denwxdemolcl

Computer Account Changes

[}

cm

Contact Object Changes

Distribution Group Changes

om
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#FEN4R . User Behavior and Blind Spot Analysis->Privilege Elevation =
Temporary Users in Privileged Groups 3%

HE

User Behavior and Blind Spot Analysis=> User Identity Theft >Recently
Enabled Accounts 3§ Temporary User Accounts iz

4 User Behavior and Blind Spot Analysis Monitoring Plan: W v fron m v
b = DataAccess Fron: [rpooizeooran @ To [namoonisessem B
b Information Disclosure Timeframe: [thisyear V] Who Crested Domaimuser: f&
4 Privilege Elevation Who Removed (Domain\User): % Name: %
B Temporary Users in Privileged Groups |—> Group Name: [Domain Admins, Enterprise Admins, Sche Existed for (Hours): s
b = Suspicious Activity Sotby: Lo M

b Suspicious Files —
uspicious Fil M < T o1 > Bl O m gy & Find | Next

4 User Identity Theft

Temporary Users in Privileged Groups

Shows user accounts deleted soon after they were created and added to privileged groups, such as
Domain Admins, Enterprise Admins, Schema Admins, Account Operators, and other groups you
Recently Enabled Accounts specified. For each user account, the following is reported: creation and deletion dates and the user
who made each change. Use this report to detect intruders attempting to hide malicious activity.

om

Logons by Muttiple Users from Single Endpoint

Logons by Single User from Muttiple Endpoints

m

v

m

Temporary User Accounts

@Filter Value

b Active Directory
No data found
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#IZENAR : Active Directory > Group Policy Changes - All Group Policy
Changes #iz%z 3¢ Software Restriction Policy Changes #i%

4 Active Directory
b Active Directory Changes
b Active Directory — State-in-Time AI | G ro

F] Group Policy Changes

up Policy Changes

Shows all changes to Group Policy objects, settings, links, and permissions, with the name of the

@ "All Group Policy Changes I originating workstation.
[ All Group Policy Changes by Group BFilter Value
[El Al Group Policy Changes with Review Status
Action What Who When
[ Account Policy Changes
Modified  Defauit Domain Controllers Policy NWXDEMO\a.tkach 5/13/2020
[l Renaming of Administrator and Guest Accounts 439:12 AM
E Administrative Template Changes Whieesy denvademald
nwxdemo.icl,
[E  Audit Policy Changes
Path: General/Details
[ GPO Link changes Modified Computer Revisions: 333 (AD), 333 (SYSVOL) -> 335 (AD), 335 (SYSVOL)
B interactive Logon Setting Changes
[ Password Policy Changes
[ public Key Policy Changes
[ Registry Policy Changes
= Restricted Groups Policy Changes
) secuiy setings Changes Software Restriction Policies Changes
I@ Software Restriction Policy Changes F\ Shows changes to the Software Restriction Policies settings.
[E software Settings Changes Jr— — P e—
= m Services Poli n
B system Services Policy Changes ® Modified Software Restriction Policy ENTERPRISE\ Carter 6/30/2016
) User Configuration Changes 318:28 PM
[ user Rights Assignment Policy Changes Where: dcl. enterprise.com
B Windows Settings Changes Path: Computer Configuration (Enabled)/Policies/Windows Settings/Security Settings/
Software Restriction Policies/ Designated File Types/ADE
[ wireless Network Policy Changes Removed File Extensian: BAT; File Type: Windows Batch File;
Removed File Extension: EXE; File Type: Application;

b Group Policy — State-in-Time

b Logon Activity
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#HZE4R . User Behavior and Blind Spot Analysis->Suspicious Activity >
Activity Outside Business Hours #i5%

4

b

=

b

User Behavior and Blind Spot Analysis

Monitoring Plan: |An-ve Directory
Data Access

From: [5/13/2020 12:00:01 AM
Information Disclosure

Timeframe: This month v
Privilege Elevation

Hour To: 8 AM v

Suspicious Activity

Who (Exclude Domain\Usen): [NT AUTHORIT\S, %S
B Adtivity Outside Business Hours Action: [changes Failed Attempts Failed Logan: ¥

[ Failed Activity Trend

Suspicious Files

NWXDEMO\d.gilmour

NWXDEMO\a.tkach

Netwrix Auditor - Activity Outside Business Hours

& Preview Report

Home > Reports > Preview Report

4 < | ofz > Pl O 100% v By & Find | Next

Activity by Data Source

Shows activity across the entire IT infrastructure, grouped by data source. This report’s data set is pre-
filtered by the report you reviewed previously.

EFilter Value
Data Source: Active Directory

Action Object Type What Who When

Modified i J NWXDEMO\d. 5/4/2020
gilmour 3:02:43 AM

Where: de.nwxdemo.lcl

Object Security:

= Added: "Audit: Everyone (Success: Read all properties)”

Modified computer Vch\rwoxdemo\Computers\DDC NWXDEMO\d. 5/5/2020

gilmour 3:48:32 AM

Where: dc.nwxdemo.lcl
Computer Operating System Version changed to "6.3 (3600)"
Computer Operating System changed to "Windows Server 2012 R2 Datacenter”

4 < B o1 > bl O [ow M

Item:

To:

Hour From:

INot available nwxdemo.lcl (Domain)

‘5/\4/2020 11:59:59 PM

6PM 2

~

m

Who (Domain\User): {%

What:

Sort By:

Joe

Attempts bed

v o8& find | Next

User ety Thef Activity Outside Business Hours
Active Directory Shows users who performed any actions outside their business hours. Use this report to detect
suspicious user activity.
EFilter Value
Who Actions

R IE LR ERIREES - A DataSource 343" Active Directory” T
HIRIE EITRSRIES AD Server EENE B 5 -
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() Netwrix Auditor - VA - a8 X
&« Search o O = ook
Home > Search Q [l}' m @ D
Who Action What When Where

Filter Operator Value
Data source v | | Equals w | Active Directory v X
Data source v Equals A4 Group Policy v =
Working hours. * | | Not equal to w | | From: 8:00:00 AM To: 8:00:00 AM v | X
+ Add

Specify working hours.

[ open in new window SE/ - I 8:00:00 AM §|

&

T | so000

Investigate incidents an

To start browsing your audit data and investigating inci

& Search A Who % Action A What ® When B where = Tools +
Home > Search
Filter Operator Value 0 copy search
Data source v | | Equals w | | Active Directory [J Ppaste search
Data source ¥ | Equals w || Group Policy
Working hours v | Notequalto v || From: 800:00 AM To: 5:00:00 PM Savaas Teport
+ add | & Create alert
&7 subscribe
[ open in new window SEARCH [] simple mode
v M0 Select columns
Who Object type Action What Where When Details
NWXDEMO\ bach group * Modified \leh A demolcl s/www-i o Hide Details
Security Global Group Member: - Added: “nwademo. i udwig "

Activityrecord¢ [ Export data
NWXDEMO\j.bach group ¥ Modified \lchnwxdemo\Users\Domain Ad...  dc.nwxdemo.lcl 5/14/2020 5:03:25 ... Data source:

Security Global Group Member: - Added: “nwxdemo.Icl/Europe/Munich/Users/Ludwig Beethoven”

Monitoring plar
NWXDEMO\j.bach GroupPolicy ¥ Modified Netwrix_Auditing de.nwxdemo.lcl 5/14/2020 5:00:00 ... ftem:
Action: Modified; Path: “General/Details"; Details: Modified. “Computer Revisions: 0 (AD), 0 (SYSVOL) -> 1 (AD), 1 (SYSVOL); " Details:
NWXDEMO\j.bach GroupPolicy ¥ Modified Default Domain Controllers Policy  dc.nwxdemo.lc! 5/14/2020 4:00:01 ...
Action: Modified; Path: “General/Details"; Details: Modified. "Computer Revisions: 335 (AD), 335 (SYSVOL) -> 340 (AD), 340 (SYSVOL); "

User account de

NWXDEMO\DCS user  Modified \lehnwxdemo\ Eurone\Munich\.... de.nwxdemo.lel 5/14/2020 3:00:01 ...

ARER" FFEVRERM AD, GPO REZEEREAN"

« FELHIRFERAY AD, GPORRTE Eh B Ml

Home > All Alerts > FE_EHIBFERE) ap, GPOERBHETEM

General

o Send alert when the action occurs
Recipients

@ on

Filters
Thresholds Name:
Risk Score 3E_EHIRSEREY) D, GO ER BB T AL
Response Action Description:

Apply tags
Apply tags to the alert to emphasize its importance and to be able to filter similar alerts by their tags.

Tags: Active Directory
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